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GDPR IS COMING.

And that means that in order to continue delivering you relevant, insightful content directly to your inbox,
we need your permission.

So, if you'd like to continue to receive high-quality content and offers from Iron Mountain, click “yes”
below. If not, click “no,” or simply do nothing.

| consent to receive email offers of products and services from
Iron Mountain:

Yes*

*By selecting "Yes" | agree that Iron Mountain may process my data in the manner described in Iron Mountain's

Privacy Notice. If you agreed to receive marketing emails but subsequently change your mind, you may opt out

Aq UCfO rest at any time here.
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e UK Information Commisioner (ico.org.uk)

o egres
- C O | @ Secure % @
[ Apps Sign in to Office 365 MC MyCommerce & salesforce.com - Cu: Aquaforest 38 Cloud Storage & Bac  J{, Google AdWords: Ho 3 Visit Reports 3 https//www.aquafor: 3 https//www.aquafor. s Pound Sterling (GEP

[ ]
The UK’s independent authority set up to uphold information
° rights in the public interest, promoting openness by public

Information Comissioner's Office: bodies and data privacy for individuals

e public  For organisations  Report a concern  Action we've taken  About the ICO

For organisations /
Guide to the General Data Protection
Regulation (GDPR) stare @) Download options @)

Search this document Q Introduction

Introduction The Guide to the GDPR explains the provisions of the GDPR to help organisations
) comply with its requirements. It is for those who have day-to-day responsibility for

What's new data protection.

Key definitions This is a living document and we are working to expand it in key areas. It includes

Principles links to relevant sections of the GDPR itself, to other ICO guidance and to guidance

produced by the EU's Article 29 Working Party. The Working Party includes
representatives of the data protection authorities from each EU member state, and
the ICO is the UK’s representative.

Lawful basis for processing
Consent

Contract Alongside the Guide to the GDPR, we have produced a number of tools to help
organisations to prepare for the GDPR:
Legal obligation

ico.org.uk/for-organisations/guide-to-the-general-data-
protection-regulation-gdpr/
Aquoforest
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e Article 29 Data Protection Working Party
e Will become The European Data Protection Board (EDPB)

‘Aot ths site | Contact | Cookie | Legal notice. |English (en)

Commission and its priorities Policies, information and services

European Commission > Law > Law by topic >

B JUSTICE AND CONSUMERS

English &) Search
= 5 2
{f) HOME  {}} ARTICLE29 NEWSROOM LL TOPICS o share Searc q

[ 2o vrng o

Article 29 Working Party © Data protection

Guidelines
Rules for the protection of personal data inside and outside the EU.
Letters, other documents 08042018
5 An overview of the National Data Protection Authorities
pinions

Data protection

Plenary meetings Data protection in the EU

Data transfers outside the EU Reform of EU data protection
ere rules
Press releases 27.03:2018 The General Data Protection Regulation Rules on international transfers of personal
Public consultations NEW LINK to the Article 29 Working Party archives from 1997 to (GDPR), the Police Directive and other rules 922 Rights for citizens
November 2016 concerning the protection of personal data, EU-US Privacy Shield Rules for business and organisations
Contract archive

as well as authorities tasked with Adequacy of the protection of personal data

Data protection enforcement in non-EU countries

What is personal data?
Newsroom archive

What does the General Data Protection
More.

Binding corporate rules Regulation (GDPR) govern?

ec.europa.eu/newsroom/article29/news.cfm?item_type=1358
ec.europa.eu/info/law/law-topic/data-protection_en
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° GDPR Overview
° GDPR in Practice

e PDF Issues and Opportunities
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GDPR Overview

REGULATIONS

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016

on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
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e Update outdated 1995 Data Protection Directive

e Regulation defines the rights of EU citizens (Data
Subjects) around the privacy and protection of
their personal data.

e Strengthen digital economy

e Regulations are binding
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GDPR - Who does it apply to?

° Controllers

A controller (eg an insurance company) determines the
purposes and means of processing personal data.

[ Processors

A processor (eg a service bureau) is responsible for
processing or storing personal data on behalf of a controller.

e Data Subjects

Natural Persons

A PDF Association Presentation - © 2018 by PDF Association - www.pdfa.org 13
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° Personal Data of EU Citizens

e Any information relating to an identifiable person who
can be directly or indirectly identified in particular by
reference to an identifier.

° Can include

Online Identifiers Metadata

Location Data Workplace

Name Phone Number
Address ID Cards and Passports
Credit Card Details Workplace or School
Birthdate Pseudonymous Data
Photo Genetic Data

Email Address Biometric Data

Social Media Accounts and Posts Medical Data

Aquoforest

Making Content Findable

2018-05-15 A PDF Association Presentation - © 2018 by PDF Association - www.pdfa.org 14 [ |



=:PDF Data Subject Rights

association

.
www.pdfa.org

e Access (Article 15)

e Rectification (Article 16)

e Erasure (Article 17)

e Restriction of Processing (Article 18)

e Data Portability (Article 22)
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e Objection (Article 21)

e Right not to be subjected to automated individual
decision-making (Article 22)

e Right to lodge a complaint with a supervisory authority
(Article 77)

e Right to be represented by organisations and others
(Article 80)

e Right to compensation (Article 82)
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LY, 1. Awareness p— 2. Information you hold
~ - You should make sure that decision makers You should document what personal
@ and key people in your organisation are oo | @ data you hold, where it came from and

aware that the law is changing to the GDPR - who you share it with. You may need
and appreciate the impact this is likely to to organise an information audit.
have.

3. Privacy Notices 4. Individuals’ rights

You should check your procedures
to ensure they cover all the rights
individuals have, including how you
would delete personal data or
provide data electronically and in a
commonly used format.

@ You should review your current privacy .

notices and put a plan in place for
making any necessary changes in time
for GDPR implementation.

6. Lawful basis for

5. Subject access requests -
processing personal

e
.L You should update your procedures and

. plan how you will handle requests within data
the new timescales and provide any You should identify the lawful basis
- additional information. for your processing activity in the

GDPR, document it and update your
privacy notice to explain it.

Aquoforest
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8. Children

You should start thinking now about
whether you need to put systems in place
to verify individuals’ ages and to obtain
parental or guardian consent for any data
processing activity.

7. Consent

You should review how you seek, record and
manage consent and whether you need to
make any changes. Refresh existing
consents now if they don't meet the GDPR

standard.
9. Data Breach 7. COPs and Guidance
: . Review ICO’s code of practice on Privacy
You should make sure you have the right
n . o—_ [k _—e !mpact Assessments as well as the latest
procedures in place to detect, report and ; ) )
[ 1] investiqate a personal data breach O—If —® _ guidance from the Article 29 Working
6 9 P ) S e Party, and work out how and when to
implement them in your organisation.

11. Data Protection Officer 12. International

~ You should designate someone to take If you carry out cross-border processing, you
@ responsibility for data protection compliance.You @ should determine your lead data protection

should consider whether you are required to supervisory authority. Article 29 Working
formally designate aData Protection Officer. Party guidelines will help you do this.
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GDPR in Practice

REGULATIONS

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016

on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
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° Claim Forms ° Insurance Terms
Compliance
° Police Reports
° Loss Adjustment Report
° Medical Injury Data
o Vehicle Details
° Medical Treatment Costs
° Phone Call Recordings
° Driving and Criminal
Offences ° Premium Payment Methods
Aquoforest .
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Article 15 - Right of access by the data subject

(1) The data subject shall have the right to obtain from the controller
confirmation as to whether or not personal data concerning him or her are being
processed, and, where that is the case, access to the personal data and the
following information:

(2) Where personal data are transferred to a third country or to an international
organisation, the data subject shall have the right to be informed of the
appropriate safeguards pursuant to Article 46 relating to the transfer.

(3) The controller shall provide a copy of the personal data undergoing
processing. For any further copies requested by the data subject, the controller
may charge a reasonable fee based on administrative costs. *Where the data
subject makes the request by electronic means, and unless otherwise requested
by the data subject, the information shall be provided in a commonly used
electronic form.

(4) The right to obtain a copy referred to in paragraph 3 shall not adversely
affect the rights and freedoms of others.

A PDF Association Presentation - © 2018 by PDF Association - www.pdfa.org 21
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Name
Policy Number
Claim ID
Police Incident Ref
Medical Claim #
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PDF Issues and Opportunities

e Findability
e Redaction
e Security

e Package
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PDF Findability

GDPR Requires PDF Findability ...

Top 13 Reasons why you might
not be able to find that PDF

A PDF Association Presentation - © 2018 by PDF Association - www.pdfa.org




~:PDF PDF Search and Index Process
association

www.pdfa.org

Aquoforest

Scheduler]—, Crawler \

F>chle gl 5 f st [ _
3 Apps Bl Convert Tifto . f Sgninto Offce ' MyCommerce @ salsforcecom - (] Aquaforest. 52 Cloud Stora
Go gle site:www.aquaforest com filetype:pdf searchiight

A s News  Vdeos Morer  Sea

5 m
Indexing

1971 Aquaforest Searchlight Release Notes

1971 Aquaforest Searchlight Release Notes

)

= Index
Aquoforest

Making Content Findable

2018-05-15

A PDF Association Presentation - © 2018 by PDF Association - www.pdfa.org

911 Aquaforest Searchiight

el




= PDF Image PDF

association
1

& 1. Image PDF.pdf - Adobe Acrobat Pro o o
‘le Edit View Plug-Ins Window Windlack Tools Help

Boter PEHSEOFH 0BT S
[ ]| N @ | = @ [2x]-]] B B Tools | Sign | Co

Find
pitman
us|[ N

» Replace with

Buddy Systems with Selective Splitting

N. M. PITMAN* F. W. BURTON{ anp E. W. HADDON*}

* School of Computing Studies and Accountancy, University of |Scanned Page Alert x
t Department of Electrical and Computer Engineering, Universi @
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A new approach to the buddy system for dynamic storag “* | \n size may be
split in more than one way. It is demonstrated that this approach can be used to reduce the memory fragmentation of a
buddy system.

Received April 1983

1. INTRODUCTION 16 8 4 4 ,
In various computer applications there exists a need for é %/@

dynamic storage allocation. Some sufficiently large 0 s 31 6 2 5 3
contiguous memory pool is devoted to the transient

storage of variable sized blocks of data. When the storage

allocator receives a request to store a particular block it (64)
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On 23 June last year, the people of the United Kingdom voted to leave the
\ 0 . Furopean Union. As I have said before, that decision was no rejection of
““f“‘?f“"\‘ it ?f"?‘f” a8 ‘."“L"f, the values we share as fellow Europeans. Nor was it an attempt to do harm
ar. 3 olle e |ff oline de oddq L to the European Union or any of the remaining member states. On the contrary,

| 41ea? 50y 4 il e e -l atfe& 7 el |
ey .u}.-..&):“-o S, 3 9 '.'""" f[ | ﬂ;{?f; ‘FF’ Sty the United Kingdom wants the European Union to succeed and prosper.
gevie dadig, Cerhma o ale Sallady | [ ofiacerelln &g ¥ : . i
2. awd Mol eeds o RS \Volfar e ga M= Instead, the referendum was a vote to restore, as we se¢ it, our national
] 1fml‘ i 1< ) 2ol g==" Y self-determination. We are leaving the European Union, but we are not leaving
| ;J o cﬂ) otiledy §and off i i a . s
f:’.’ ov evesa b off o eV O ex el R oxendll cedaridy Jidnd the Furope — and we want to remain committed partners and allies to our friends
dad oo oy d?t‘v’?‘%’ :% y °E"9 '"H‘“"a 949 [ €88 and olfal i) across the continent
s 2 2 A\ R < and offade o 3
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Earlier this month, the United Kingdom Parliament confirmed the result of the

| gL € referendum by voting with clear and convincing majorities in both of its Houses

R : & x '&_\ i ',fg’ ,‘:_M i | for the European Union (Notification of Withdrawal) Bill. The Bill was passed
LG b ( M s 1 by Parliament on 13 March and it received Royal Assent from Her Majesty

VR
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Table 178 — Additional entries specific to a polygon or polyline annotation (continued)

Key Type Value

Ic array (Optional; PDF 1.4) An array of numbers that shall be in the range 0.0 to
1.0 and shall specify the interior color with which to fill the annotation’s
line endings (see Table 176). The number of array elements determines
the colour space in which the colour shall be defined:

0 No colour; transparent
1 DeviceGray

3 DeviceRGB

4 DeviceCMYK

BE dictionary (Optional; meaningful only for polygon annotations) A border effect
dictionary that shall describe an effect applied to the border described by
the BS entry (see Table 167).

IT name (Optional; PDF 1.6) A name that shall describe the intent of the polygon
or polyline annotation (see also Table 170). The following values shall be
valid:

PolygonCloud The annotation is intended to function as a cloud
object.

PolyLineDimension (PDF 1.7) The polyline annotation is intended to
function as a dimension.

PolygonDimension (PDF 1.7) The polygon annotation is intended to
function as a dimension.

Measure dictionary (Optional; PDF 1.7) A measure dictionary (see Table 261) that shall
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e Review Requirements
e User Education
e Audit PDF

e Review Standards and Practices
e Manual Tagging is an option

e Review Search Platform & Technologies
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e Right to be forgotten

e Provide information without disclosing that of third
parties

DINNINGTON
OPERATIC SOCIETY

November 224 2005
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Article 32 - Security of Processing

“...the controller and the processor shall implement
appropriate technical and organisational measures to
ensure a level of security appropriate to the risk....”

-

A role for PDF Security?
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e Article 20 - The Right to Data Portability
e “The data subject shall have the right to receive the
personal data concerning him or her, which he or she
has provided to a controller, in a structured, commonly
used and machine-readable formatand have the right
to transmit those data to another controller”
e CSV, XML, HTML and Images .. or PDF??
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e Key PDF Capabilities

XMP Metadata

Associated Files
Navigation & Accessibility
Redaction

Mixed & Analog Content
Security

e PDFpackage

e https://www.pdfa.org/pdfpackage-a-lightweight-content-
management-platform/
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Get in touch:

neil.pitman@aquaforest.com

www.linkedin.com/in/neilpitman

www.aquaforest.com
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