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▪ Again: What’s validation? 

▪ Again: Signing and validating PDFs 

▪ Some Tests 

▪What we need in validation 

▪ Summary

Agenda

This is a followup of the 

OctoberPDFest presentation on 

validation from 2020!!
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▪Much more complex than signing or even PDF/A validation! 

▪ Special Case PDF 

▪Proofing identity is the same process than with other data or document types (e.g. CAdES, XAdES) 

▪Proofing integrity can be a nightmare - due to flexibility and capabilities of PDF (see 2020)

What’s Validation?

Proofing Integrity of ContentProofing Identity of Signer
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▪Was presented on last year’s session 

▪Comparison of hash values on byte ranges 

in PDF 

▪Handling of revisions 

What’s Validation?

Proofing Integrity of Content



5

▪ ETSI (CAdES/XAdES/PAdES) standards specify 

validation of certificates and certificate chains 

▪ Actually, independent of PDF —> there’s no 

relationship between Identity Proof and PDF 

standard 

▪PDF doesn’t have any information about the 

signer(s) 

▪Purely technical process 

▪No signature workflow information

What’s Validation?

Proofing Identity of Signer
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▪ Signature 

▪ ETSI EN 319 142-1 V1.1.1 (2016-04) Electronic Signatures and Infrastructures (ESI); PAdES digital signatures; Part 1: Building blocks and PAdES 

baseline signatures 

▪ ETSI EN 319 142-2 V1.1.1 (2016-04) Electronic Signatures and Infrastructures (ESI); PAdES digital signatures; Part 2: Additional PAdES signatures 

profiles 

▪ ETSI TS 119 142-3 V1.1.1 (2016-12) Electronic Signatures and Infrastructures (ESI); PAdES digital signatures; Part 3: PAdES Document Time-

stamp digital signatures (PAdES-DTS) 

▪ ISO 32000-1 and ISO 32000-2 

▪ Validation 

▪ ETSI TS 119 102-1 V1.2.1 (2018-08) Electronic Signatures and Infrastructures (ESI); Procedures for Creation and Validation of AdES Digital 

Signatures; Part 1: Creation and Validation 

▪ ETSI TS 119 102-2 V1.2.1 (2019-02) Electronic Signatures and Infrastructures (ESI); Procedures for Creation and Validation of AdES Digital 

Signatures; Part 2: Signature Validation Report 

▪ ETSI EN 319 102-1 V1.2.3  (2021-07) Electronic Signatures and Infrastructures (ESI); Procedures for Creation and Validation of AdES Digital 

Signatures; Part 1: Creation and Validation 

▪ ISO 32000-1 and ISO 32000-2

Standards for PDF-Signing/Validation
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▪User’s Perspective: All what’s necessary to get the „Green Checkmark“

What’s Validation?

We always want to end up with a green checkmark!
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▪ Is it easy, to achieve this „OK“? 

▪ Are there only 2 choices „VALID“ or „No VALID“? 

▪How to handle the validation results between VALID and NO VALID? 

▪ Are there „signed reference documents“ with validation results everybody 

can agree upon?

What’s Validation?
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▪CertSig: Certification or Author 

Signature 

▪ Special type for form-based 

workflows 

▪Whole document 

▪ If used must be the first signature 

in the document 

▪ Allows to restrict post-signing 

modifications

PDF and Signature Types

▪AppSig: Approval Signature 

▪ „Standard“ signature 

▪Whole document 

▪ Allows post-signing Markup 

Annotations 

▪ Like CertSig but no restrictions 

▪Can be applied multiple times

Just to repeat …
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Public key

Identity
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%%EOF

Signature dictionary

/ByteRange {a,b,c,d} 

   /Contents < 
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Signer Certificate

Signed Hash value
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/ByteRange = [0 , b , c , d - c]
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Signing of a PDF Document

CMS 

Container
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Test Setup (I)

User Certificate/Signature Creation Device SCD

Telesec Smartcard 

QES eIDAS

AIS Remote Signature 

QES eIDAS

Personal ID 

AES

Soft certificateAd-hoc (short-term) 

certificate 

With/without LTV info

Smartcard-based 

certificate
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Test Setup (I)

Sign Live! CC

Adobe Reader DC

Foxit Reader

EU DSS

Sign Live! CC

Sign PDF Document Validate signed PDF Document

Signing 

Certificates
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Test 1 – Telesec Smartcard QES

Sign Live! CC



Adobe Reader DC
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Test 1 – Telesec Smartcard QES
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Test 1 – Telesec Smartcard QES

Foxit Reader
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Test 1 – Telesec Smartcard QES

EU DSS
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Test 1 – Telesec Smartcard QES

▪ Signature 

Algorithm 

▪ SHA256WITHEC

DSA 

▪ Elliptic Curves  

▪ brainpoolP256r1 

Sign Live! CC

Remark: ISO/DTS 32002 will heal this!
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Test 1 – Telesec Smartcard QES

Smartcard-based certificate 

eIDAS QES 

Validation Application Overall Result Remarks

Sign Live! CC

Adobe Reader DC Undefined validation result; Does not support 

the EC algorithm with brainpool parameters

Foxit Reader Undefined validation result

EU DSS
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Test 2 – AIS QES

Remote Signature with SwissCom AIS 

QES (eIDAS) 

Short-term certificates 

BUT: without embedding LTV 

informations 

Sign Live! CC
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Test 2 – AIS QES

Signature is fine, but … 

Cannot check whether the signer’s 

certificate is valid or not

Adobe Reader DC
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Test 2 – AIS QES

Signature is fine, but … 

Cannot check the signer’s identity and 

validity of certificate 

Cannot handle short-term certificates

Foxit Reader
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Test 2 – AIS QES

EU DSS

Result is … TRY_LATER – INDETERMINATE 

Some problems with the revocation data of 

the short-term certificate 

Some information about visual difference —> 

the overlay image of the handwritten 

signature
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Test 2 – AIS QES

Detailed report is 9 pages long  

Shows all checks to be done during the validation 

process 

Illustrates the complexity of the validation process

EU DSS



24

Test 2 – AIS QES

EU DSS

Example of an detailed validation report



25

Test 2 – AIS QES

Validation Application Overall Result Remarks

Sign Live! CC Implements draft EN119102-1 v1.2.3

Adobe Reader DC Signature is OK, but user identity could not be verified 

due to missing revocation information; OK as it is 

EN119102-1 v1.1.1 based

Foxit Reader Signature is OK, but user identity could not be verified 

due to missing revocation information; OK as it is 

EN119102-1 v1.1.1 based

EU DSS Signature is OK, but user identity could not be verified 

due to missing revocation information; OK as it is 

EN119102-1 v1.1.1 based

AIS Remote Signature 

QES eIDAS

Ad-hoc (short-term) 

certificate

?

?

?

With referenced 

LTV information
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Test 3 – AIS QES (LTV)

Everything is fine …  

Now with embedded validation 

informations at signing time 

The embedded validation informations  

(LTV) are recognized and been validated

Adobe Reader DC
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Test 3 – AIS QES (LTV)

Signature is fine, but … 

Cannot check the signer’s identity and 

validity of certificate 

Does not use the embedded LTV 

information

Foxit Reader
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Test 3 – AIS QES (LTV)

Result is now OK!

EU DSS
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Test 3 – AIS QES (LTV)

Validation Application Overall Result Remarks

Sign Live! CC

Adobe Reader DC

Foxit Reader Signature is OK, but user identity could not be 

verified due to certificate expiry

EU DSS

AIS Remote Signature 

QES eIDAS

Ad-hoc (short-term) 

certificate

?

With embedded 

LTV information
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Test 4 – D-Trust AES

Advanced Electronic Signature with Soft 

Certificate 

All certificates of the certificate chain are 

registered as trusted 

Sign Live! CC
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Test 4 – D-Trust AES

Signature and user certificate are OK 

Referenced root certificate is member of 

AATL

Adobe Reader DC
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Test 4 – D-Trust AES

Foxit Reader

Signature and user certificate are OK 

Referenced root certificate is member of 

AATL
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Test 4 – D-Trust AES

Signature is OK but 

EU DSS does not validate certificate chains 

other than ones ending in the EU TL 

Does not use the AATL

EU DSS
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Test 4 – D-Trust AES

Validation Application Overall Result Remarks

Sign Live! CC

Adobe Reader DC

Foxit Reader

EU DSS Signature is OK, but user identity could not be 

verified due to missing trusted root

Personal ID 

AES
Soft certificate Derived from AATL
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▪ Although we observe different validation results 

▪ All implementations comply with the existing standards (within the 

degree of freedom) 

▪No false-positives could be seen 

▪Nevertheless, the user experience in these scenarios could be better …

Overall Test Results
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Why’s Validation So Hard?

Photo by Jeremy Bishop on Unsplash

▪ There’s no „wrong implementation“ 

but standards and specifications allow 

for some degrees of freedom 

▪ Validation policies (how to deal with 

expired certificates in the short-term 

certificates world) 

▪ Support of crypto algorithms (in PDF) 

▪Different linkage to trusted roots and 

trusted lists

It’s not trivial to assess an ambiguous validation result!

https://unsplash.com/photos/KFIjzXYg1RM
https://unsplash.com/
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▪ Some sort of „reference database“ with digitally signed PDF documents which are 

regarded as to be valid and/or invalid —> the „Isartor Test Suite“ for signed PDFs; —> 

ETSI Plug-Tests 

▪ A community which discusses validation cases and comes to a common 

understanding on „valid“ or „not valid“ —> could be the TWG DigSig 

▪ A signed PDF should be validatable without proprietary workflow data stores, i.e. self-

contained digital signatures (comparable to PDF/A) —> proposals and discussions in 

TWG DigSig and PDF Associations communities; standards enhancements 

▪ A recommendation to use LTV informations wherever possible —> self-contained

What We Need in Validation …
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▪ Introduction of signature workflow information into PDF data structures 

▪Who should sign the document? 

▪What signature quality (SES, AES, ATS, ASeal, QES, …) should be allowed for signing? 

▪Which minimum signature quality (Simple, Advanced, Qualified) should be used?  

▪ Some sort of Audit trail of the overall signature process 

▪ Validation is not a purely technical process but has also business and (quite often) 

legal implications —> minimum signature quality 

▪ Interoperability of market solutions 

What We Need in Validation …
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▪ Focusing only on technical validation could frustrate PDF users and will 

lead to a negative attitude to digital signatures and PDF

Otherwise …
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▪ Signature validation is a challenge 

▪ ETSI has intensified work on validation standards 

▪PDF Association discusses some new concepts on validation of signed PDFs 

and supporting more real-life signature scenarios

Finally
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‣ Sign Live! software for Electronic Signature (covering the 

whole range from biometric to qualified electronic 

signatures) 

‣ Personal, Batch and Mass Signing 

‣ Support for Smartcards, Cryptotokens and HSMs 
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