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▪ “The goal of the SafeDocs program is to dramatically improve software’s 
ability to detect and reject invalid or maliciously crafted input data, without 
impacting the key functionality of new and existing electronic data formats.

▪ SafeDocs seeks to create technological assurance that an electronic 
document or message is automatically checked and safe to open, while also 
generating safer document formats that are subsets of current, 
untrustworthy versions.”

SafeDocs

https://www.darpa.mil/program/safe-documents

https://www.darpa.mil/program/safe-documents
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▪ #4: Improper input validation

▪ #1: Out of bounds write

▪ #3: Out of bounds read

▪ Score = prevalence and severity

Top 25 Most Dangerous Software Weaknesses

https://cwe.mitre.org/top25/archive/2021/2021_cwe_top25.html

https://cwe.mitre.org/top25/archive/2021/2021_cwe_top25.html
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Specifications

https://htmlparser.info/
https://seriot.ch/projects/parsing_json.html
https://labs.bishopfox.com/tech-blog/an-exploration-of-json-interoperability-vulnerabilities

https://htmlparser.info/
https://seriot.ch/projects/parsing_json.html
https://labs.bishopfox.com/tech-blog/an-exploration-of-json-interoperability-vulnerabilities
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Something as simple as fonts…

▪ Methodical:

▪ All text requires fonts

▪ Fonts are a type of Resource

▪ Any content stream can have Resources

▪ Page, annotations, Form XObjects, Type 1 Patterns, Type3 CharProcs

▪ GitHub 
https://github.com/pdf-association/safedocs/

▪ “Miscellaneous Targeted Test PDFs” folder

X
X

https://github.com/pdf-association/safedocs/


14Copyright © 2021, PDF Association

Full key name Abbreviation

BitsPerComponent BPC

ColorSpace CS

Decode D

DecodeParms DP

Filter F

Height H

ImageMask IM

Interpolate I (uppercase i)

Length (PDF 2.0) L

Width W

Inline image with both full & abbreviated keys

▪ PDF TWG industry correction:

▪ “In the situation where both an abbreviated key name and the corresponding full key name from 
Table 91 are present, the abbreviated key name shall take precedence.”

▪ GitHub https://github.com/pdf-association/safedocs/

▪ “Inline Image Abbreviations” folder

https://github.com/pdf-association/safedocs/
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▪ Test of PDF lexical analyzers for all 121 delimiter 
token pairings

▪ In body of a PDF file

▪ In PDF content streams

▪ GitHub:
https://github.com/pdf-association/safedocs/

▪ “Compacted Syntax” folder

▪ Cannot be tested visually

Compacted syntax

<</SomeKey<</A/B>>>>

[[/A/B][/C/D]]

<0a><0d>

(cat)(mat)

…]1.23

…]-1.23

…]+1.23

…].23

https://github.com/pdf-association/safedocs/
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▪ Small variations in a grammar

▪ Where can inline dictionaries (<< … >>) occur in PDF content streams?

Dialects

X
X
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Arlington PDF Model

▪ First open access, vendor neutral, specification-derived, machine and 
human readable, comprehensive definition of all PDF objects

▪ Easy to understand and use

▪ Text-based TSV file sets

▪ 12 fields with custom predicates

▪ Platform and language agnostic

▪ Easily transformable

▪ No code / low code / code

https://github.com/pdf-association/arlington-pdf-model

<xml/>

https://github.com/pdf-association/arlington-pdf-model
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▪ “Making sense of PDF structures in the wild at scale”, Tim Allison, JPL

PDF Observatory: PDF at scale

https://www.eff.org/observatory

https://www.eff.org/observatory
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▪ https://www.pdfa.org/stressful-pdf-corpus/

▪ https://corpora.tika.apache.org/base/

▪ Pre-packaged PDFs: 
https://corpora.tika.apache.org/base/packaged/pdfs/

▪ Other corpora: https://github.com/pdf-
association/pdf-corpora

Issue Tracker stressful corpus

https://corpora.tika.apache.org/base/
https://corpora.tika.apache.org/base/
https://corpora.tika.apache.org/base/packaged/pdfs/
https://github.com/pdf-association/pdf-corpora
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Microsoft EverParse / Project Everest

https://www.microsoft.com/en-us/research/blog/everparse-hardening-critical-attack-surfaces-with-formally-proven-message-parsers/

https://project-everest.github.io/

https://www.microsoft.com/en-us/research/blog/everparse-hardening-critical-attack-surfaces-with-formally-proven-message-parsers/
https://project-everest.github.io/
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▪ PDF “Chain of Trust”

▪ ISO TC 171 SC 2 WG 8 “Securing PDF” discussion group

▪ DDLs and Parser Generation Toolkits

▪ Verifiably correct parsers

▪ Parsley/PVS, DaeDaLus, GGG/Hammer

▪ iccMAX (ICC.2 / V5)

▪ ISO 20677 “Calculator” element

Where to next?
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▪Now

▪ PDF Association’s SafeDocs repo: targeted PDFs

▪ “Issue Tracker” stressful corpus: high ROI 

▪ The Arlington PDF Model: machine-readable model

▪Future

▪ “PDF Observatory”: understanding PDF at scale

▪ PDF Chain of Trust

▪ iccMAX

Resources



Thank you

Questions?
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peter.wyatt@pdfa.org
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