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Portable Document Format (PDF)

2

“De facto standard for electronic exchange of documents”

- Adobe

320 BILLION
PDF DOCUMENTS OPENED with ADOBE DC in 2021

PDF-2.0
RELEASED IN 2017, LAST VERSION 

FROM ISO

1993
FIRST VERSION RELEASED IN

BY ADOBE

COMPANIES AND GOVERNMENTAL 

INSTITUTIONS WORLDWIDE

~99%
USED BY

TRILLIONS
PDFS IN EMAIL, CLOUD & WEB

Adobe Financial Analyst Meeting, December 16, 2021

https://www.adobe.com/pdf-page.html?pdfTarget=aHR0cHM6Ly93d3cuYWRvYmUuY29tL2NvbnRlbnQvZGFtL2NjL2VuL2ludmVzdG9yLXJlbGF0aW9ucy9wZGZzLzYxMjExMjAyL2M0MzR1RkVPaGo0ZXcucGRm


PDFs are Application Independent
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INVOICE

Seller: Amazon EU S.à r.l
Date: 12.11.2019
Amount: 123,99 €



PDFs can be Interactive
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V L A D I S L A V   M L A D E N O V



PDFs support JavaScript
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https://www.pdfscripting.com/public/FreeStuff/PDFSamples/JSPopupCalendar.pdf



PDFs support Multimedia (Audio/Video/3D)
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https://www.pdf3d.com/wp-content/uploads/2021/01/ansys_apartment_building_animation_450k_v4.pdf



PDFs can be Encrypted
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PDFs can be Digitally Signed
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INVOICE

Seller: Amazon EU S.à r.l
Date: 12.11.2019
Amount: 123,99 €



Hey... it’s a PDF. 
What can go wrong?



PDF Security Roadtrip
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PDF Security Roadtrip
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PDF Security Roadtrip
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Live Demo



Attacking PDF Signatures (CCS’19)
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Product ISA SWA USF Summary

Adobe Reader DC ○ ○ ● ●
Adobe Reader 9 ○ ○ ○ ○
Adobe Reader XI ○ ● ● ●
eXpert PDF 12 Ultimate ○ ● ○ ●
Expert PDF Reader ○ ● ○ ●
Foxit Reader ● ● ○ ●
LibreOffice (Draw) ◐ ○ ○ ●
Master PDF Editor ● ○ ○ ●
Nitro Pro ◐ ● ○ ●
Nitro Reader ◐ ● ○ ●
Nuance Power PDF 
Standard ○ ● ○ ●
PDF Architect 6 ○ ● ○ ●
PDF Editor 6 Pro ◐ ● ◐ ●
PDFelement 6 Pro ◐ ● ◐ ●
PDF Studio Viewer 2018 ● ● ○ ●
PDF Studio Pro ● ● ○ ●
PDF-Xchange Editor ○ ● ○ ●

PDF-Xchange Viewer ○ ● ○ ●
Perfect PDF 10 Premium ● ● ○ ●
Perfect PDF Reader ● ● ○ ●
Soda PDF Desktop ○ ● ○ ●
Soda PDF ○ ● ○ ●
Total 11/22 17/22 4/22 21/22

● Full Signature Bypass

◐ Limited Signature Bypass

○ Not vulnerable

21 of 22 applications are 
vulnerable

Three novel attacks

First comprehensive analysis

https://pdf-insecurity.org/

https://pdf-insecurity.org/


PDF Security Roadtrip
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Shadow Attacks on PDF Signatures (NDSS’21)
Platform Product Hide Replace Hide-&Replace

Adobe Reader DC ● ● ●

Adobe Pro 2017 ● ● ●

Expert PDF 14 ◐ ◐ ◐

Foxit Reader ○ ● ●

Foxit PhantomPDF ○ ● ●

LibreOffice Draw ○ ◐ ◐

Master PDF Editor ○ ● ●

Nitro Pro ◐ ◐ ◐

Nitro Reader ◐ ◐ ◐

PDF Architect 7 ◐ ◐ ◐

PDF Editor 6 Pro ● ● ●

PDFElement ● ● ●

PDF-XChange Editor ◐ ◐ ◐

Perfect PDF Reader ◐ ◐ ◐

Perfect PDF 8 Reader ● ● ●

Perfect PDF 10 Premium ● ● ●

Power PDF Standard ● ● ●

Soda PDF Desktop ○ ◐ ◐

Adobe Reader DC ● ● ●

Adobe Pro 2017 ● ● ●

Expert PDF 14 ● ● ●

Foxit Reader ● ● ●

Foxit PhantomPDF ○ ◐ ◐

LibreOffice Draw ○ ○ ○

PDF Editor 6 Pro ○ ○ ○

PDFElement ○ ○ ○

Master PDF Editor ○ ● ●

LibreOffice Draw ○ ◐ ◐

Okular ● ● ●

Summary 29 12/29 16/29 16/29
16

16 of 29 applications are
vulnerable

Three novel attacks

New Attacker Model

● Full Signature Bypass

◐ Limited Signature Bypass

○ Not vulnerablehttps://pdf-insecurity.org/

https://pdf-insecurity.org/


PDF Security Roadtrip
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Breaking the Specification: PDF Certification (S&P’21)
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Platform Product
EAA SSA

Adobe Reader DC ● ●
Adobe Pro 2017 ● ●
Expert PDF 14 ● ●
Foxit Reader ● ○
Foxit PhantomPDF ● ○
LibreOffice Draw ◐ ◐
Master PDF Editor ● ●
Nitro Pro ● ○
Nitro Reader ● ○
PDF Architect 7 ● ●
PDF Editor 6 Pro ○ ●
PDFElement ○ ●
PDF-XChange Editor ● ●
Perfect PDF 8 Reader ● ●
Perfect PDF 10 Premium ● ●
Power PDF Standard ◐ ●
Soda PDF Desktop ● ●
Adobe Reader DC ● ●
Adobe Pro 2017 ● ●
Foxit Reader ● ○
Foxit PhantomPDF ● ○
LibreOffice Draw ◐ ◐
PDF Editor 6 Pro ○ ○
PDFElement ○ ○
Master PDF Editor ● ●
LibreOffice Draw ◐ ◐

Summary 26 18 15

21 of 26 applications are
vulnerable

Two novel attacks

Abusing legitimate features
of the specification

https://pdf-insecurity.org/

https://pdf-insecurity.org/


Digitally Signed PDFs

Core Issues

Beyond PDF Signatures

Lessons Learned

Agenda
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INVOICE

Seller: Amazon EU S.à r.l
Date: 12.11.2019
Amount: 123,99 €

Unsiged vs. Signed PDFs
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INVOICE

Seller: Amazon EU S.à r.l
Date: 12.11.2019
Amount: 123,99 €

Digitally signed by:
Amazon.de
Date: 2022.06.23 09:00:00 Z

Signature Validation Panel

Cryptographic protection

Signature Form Field



Signing PDF Documents
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Signing PDF Documents
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Signing PDF Documents
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Signing PDF Documents
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25

%PDF-2.0

1 0 obj (/Catalog) endobj

2 0 obj (/Pages) endobj

3 0 obj (/Page) endobj

4 0 obj 

… (Hello World!)

endobj

xref trailer

Incremental Update:Signature 1

5 0 obj (/Sig) endobj

xref trailer

Incremental Update:Signature 2

6 0 obj (/Sig) endobj

xref trailer

P
ro

te
ct

e
d

b
y

th
e

si
g

n
a

tu
re

1



Signing PDF Documents
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The signature does not always 
cover the entire content!!!
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Digitally Signed PDFs

Core Issues

Beyond PDF Signatures

Lessons Learned

Partial Signatures

Verification vs. Rendering

Agenda
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The story so far … 

Signed PDFManipulated Signed PDF
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Incremental Saving Attack
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Incremental Saving Attack

1 0 obj (/Catalog) endobj

2 0 obj (/Pages) endobj

3 0 obj (/Page) endobj

4 0 obj

… (Sign the document to get a reward!)

endobj
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Attacking PDF Signatures (CCS’19)
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Product ISA SWA USF Summary

Adobe Reader DC ○ ○ ● ●
Adobe Reader 9 ○ ○ ○ ○
Adobe Reader XI ○ ● ● ●
eXpert PDF 12 Ultimate ○ ● ○ ●
Expert PDF Reader ○ ● ○ ●
Foxit Reader ● ● ○ ●
LibreOffice (Draw) ◐ ○ ○ ●
Master PDF Editor ● ○ ○ ●
Nitro Pro ◐ ● ○ ●
Nitro Reader ◐ ● ○ ●

Nuance Power PDF Standard ○ ● ○ ●
PDF Architect 6 ○ ● ○ ●

PDF Editor 6 Pro ◐ ● ◐ ●
PDFelement 6 Pro ◐ ● ◐ ●
PDF Studio Viewer 2018 ● ● ○ ●
PDF Studio Pro ● ● ○ ●
PDF-Xchange Editor ○ ● ○ ●
PDF-Xchange Viewer ○ ● ○ ●
Perfect PDF 10 Premium ● ● ○ ●
Perfect PDF Reader ● ● ○ ●
Soda PDF Desktop ○ ● ○ ●
Soda PDF ○ ● ○ ●
Total 11/22 17/22 4/22 21/22

● Full Signature Bypass

◐ Limited Signature Bypass

○ Not vulnerable

Evaluation results



Attacks on PDF Signatures (NDSS’21)

Could you please
sign the document?

Shadowed PDF Shadowed PDF

42 0 obj

<<

Shadow Obj:

You are

fired!

>>
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Goals and Prerequisites

Could you please
sign the document?

Shadowed PDF Shadowed PDF
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Goals and Prerequisites

Could you please
sign the document?

Signed Document

You are fired!

Manipulated Signed
Shadowed PDF

Shadowed PDF Signed Shadowed
PDF
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Digitally Signed PDFs

Core Issues

Beyond PDF Signatures

Lessons Learned

Partial Signatures

Verification vs. Rendering

Agenda
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PDF Features: Annotations

▪ Can be used on signed PDFs

▪ What can go wrong?

37



Using Evil Annotations to Change Content (SP’21)
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1. Use /Type /Stamp to 
hide content with a 
white image

2. Use /Type /FreeText to 
add text chosen by the 
attacker 

Stamp
Attacker Corp.

US66 6666 6666

100,000,000

Verification Rendering



User Interface (UI) Layers
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UI-Layer 1 is always 
displayed when the 

document is opened.

UI-Layer 2 must be 
opened by the user.

For annotations there is 
another relevant UI-Layer!

UI-Layer 3 must be 
opened by the user, but 

makes the modifications 
detectable.

We found implementation 
Bugs that hide them



Digitally Signed PDFs

Core Issues

Beyond PDF Signatures

Lessons Learned

Agenda
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What About Other Document Formats? (USENIX‘22)
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What About Other Document Formats? (USENIX‘23)
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OOXML



Digitally Signed PDFs

Core Issues

Beyond PDF Signatures

Lessons Learned

Agenda
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Lessons Learned for Researchers
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„Experienced Standards“ + Crypto = Interesting

PDFs

PDFs EVERYWHERE



Lessons Learned for Application Developers
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Usable Security

Which PDF is valid?



Lessons Learned for Specification Developers
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Publish Best Current Practices



Q&A Session
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More Info
• https://www.pdf-insecurity.org/
• Up-to-date research results
• Exploits
• Countermeasures

https://www.pdf-insecurity.org/

