
The PDF Detectives
The dynamically typed duo is on the case!



Who are we?

 Kevin Willems
 Presales Engineer @ iText

Michaël Demey
 Research Manager @iText



Introducing iText Software

Open-source library for PDF generation and management, 

 PDF/A, PDF/UA, 

 Digital signing, 

 Security, 

 HTML conversion, 

 Redaction, OCR, etc.,

and closed source add-ons for rendering capabilities, advanced data extraction, advanced 
forms processing, PDF optimization, advanced language script capabilities, Office to PDF 
conversion and much more.
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High convenience tools

iText 7 Suite
Best documented and most feature-rich PDF library

iText DITO
Fast template-based document generation

SDK

High convenience technology block – save time
Based on iText technology

• WYSIWYG Template designer
• Conditional logic for content visibility
• Data binding
• Advanced data visualizations (barcodes/QR codes, charts…)
• PDF/UA Compliance Assistance
• Template Manager with version, dependency and permission control
• Containerized RESTful PDF-producer API (also available as native Java SDK).



Mission Briefing



Goal of the Presentation

 Talk about some interesting behavior in PDF files
 Debug

 Explain

 Resolve (hopefully )



The Toolbelt



Inventory Report!
Analysis and Debugging Tools

 iText RUPS (+iText Core)
 Acrobat Pro

Accessibility and Tagging
 VeraPDF
 PAC

Low Level Tools
 Hex Editor
 Notepad++



RUPS “Demo”
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 It’s on GitHub 

iText RUPS



Inventory Report!
Analysis and Debugging Tools

 iText RUPS (+iText Core)
 Acrobat Pro

Accessibility and Tagging
 VeraPDF
 PAC

Low Level Tools
 Hex Editor
 Notepad++



Cases



Case 1 - Usecase
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This text was created with a type 1 font



Case 1 - Usecase
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Case 1 - Debugging

A type 0 font is a virtual font that 
references multiple component 
fonts.
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Case 1 - Debugging

CID fonts are special fonts designed to display languages with more than 
256 characters.
The main features that CID fonts add are the ability to have 16bit values (so 
65535 separate CID characters rather than 256) and much more 
sophisticated and more flexible unicode settings for extraction. Predefined 
CMAPs (or custom ones embedded by the user) allow for text extraction 
to provide appropriate values.



Case 1 - Debugging

A type0 font is a virtual font that 
references multiple component 
fonts.
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Case 1 - Solution



Case 2 - Usecase



Case 2 - Debugging
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Case 2 - Solution



Case 3 - Usecase



Case 3 - Debugging



Case 3 - Debugging



Case 3 – Solution?



Case 3 – Solution!



Case 4



Case 4 – Witness Report



Case 4 – The initial look
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Case 4 – The initial look
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It crashes the viewer



Case 4- Break out the tools

 Reproduce the issue as-is
 Run PDF Box code

 Encounter reported behavior
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Case 4 – Switch up the tools

 Run the same code on iText 7
 Is the bug only in PDF Box or is it a file issue

 Encounter the same behavior
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Case 4 – Dissecting the body
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Case 4 – Examining the Blood Work
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Case 4 – Drilling down into blood results

48



Case 4 – Noticing the oddity
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Case 4 – Crunching the numbers

50



Case 4 – Conclusion 

 The PDF file isn’t broken
 Implementations aren’t broken

 PDF files can have complex and intricate constructs
 Flexibility of the spec

 Parsers need to find ways around this
 Cache XObjects
 Lazy Loading of XObjects



Case 5 – The One with Crowd-sourcing

 Customer reports  “broken text extraction”
 The text was perfectly legible in viewers
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Case 5

 Customer reports  “broken text extraction”
 The text was perfectly legible in viewers

 When extracting, only some letters would be incorrect
 Yet, consistent incorrect

 Across tools
 So, not an iText issue

 Through the same producer



Case 5 – Resolution 

 The mapping was completely off

 Erroneous behavior of that producer?
 Obfuscation?



Mission Report
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