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▪ https://www.pdfa.org/resources/

PDF Association technical resources

https://www.pdfa.org/resource/pdf-specification-index/
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▪ References to all old Adobe PDF references, errata, etc.
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▪ https://www.pdfa.org/resources/

▪ https://www.pdfa.org/resource/pdf-specification-index/

▪ References to all old Adobe PDF references, errata, etc.

▪ https://www.pdfa.org/index-of-pdf-related-iso-publications/

▪ ISO publications related to PDF

▪ Most ISO publications also have their own dedicated resource page

PDF Association technical resources

https://www.pdfa.org/resource/pdf-specification-index/
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https://www.pdfa.org/index-of-pdf-related-iso-publications/
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▪ https://www.pdfa.org/resources/

▪ https://www.pdfa.org/resource/pdf-specification-index/

▪ References to all old Adobe PDF references, errata, etc.

▪ https://www.pdfa.org/index-of-pdf-related-iso-publications/

▪ ISO publications related to PDF

▪ Most ISO publications also have their own dedicated resource page

▪ https://www.pdfa.org/iso-status/

▪ ISO work-in-progress, updated after each ISO meeting

PDF Association technical resources

https://www.pdfa.org/resource/pdf-specification-index/
https://www.pdfa.org/resource/pdf-specification-index/
https://www.pdfa.org/index-of-pdf-related-iso-publications/
https://www.pdfa.org/iso-status/
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▪ Adobe® PostScript® 

▪ Device independent page description language (vector graphics, fonts)

▪ Dynamically typed, stack-based, concatenative programming language

▪ Processed by an Interpreter (e.g. embedded in laser printer)

▪ Always processed sequentially from start of file

▪ ‘Clone’ PostScript interpreters

▪ Mimicked genuine Adobe PostScript implementation

▪ Highly complex test cases and large test suites (e.g. Genoa) to achieve pixel accuracy

Before PDF…
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▪ Adobe’s John Warnock described “The Camelot Project” in early 1990s 

▪ Overcome PostScript limitations & weaknesses

▪ PDF is a random access binary object-oriented declarative page 
description language→ “digital paper”

▪ Defines graphical operations in a typeset color accurate transparent imaging 
model while relying on many nested formats for fonts, images, etc. 

PDF background

https://www.pdfa.org/resource/the-camelot-project/
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PDF Specification Date Pages Random facts

Adobe PDF 1.0 June 1993 230 43 tables, 42 figures

Adobe PDF 1.1 January 1996 302 20 references

Adobe PDF 1.2 November 1996 394 137 tables, 86 examples

Adobe PDF 1.3 July 2000 696 223 tables, 73 figures

Adobe PDF 1.4 December 2001 978 277 tables, 20 color plates

Adobe PDF 1.5 August 2003 1172 333 tables, 70 figures

Adobe PDF 1.6 November 2004 1236 370 tables, 80 figures

Adobe PDF 1.7 October 2006 1310 389 tables, 98 figures

ISO 32000-1:2008 (PDF 1.7) July 2008 756 (A4) 78 normative references

ISO 32000-2:2017 (PDF 2.0) July 2017 984 (A4) 5868 “shall”, 410 “should” statements

ISO 32000-2:2020 (PDF 2.0) December 2020 1000 (A4) 5891 “shall”, 414 “should” statements, 79 refs.
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▪ Adobe proprietary (freely available) specification from PDF 1.0 – PDF 1.7 

▪ Less formal language

▪ EBNF syntax up to PDF 1.2

▪ Appendix H: Compatibility and Implementation Notes

▪ Adobe relinquished PDF 1.7 to ISO on 9 Jan 2007 for “fast track”(18 month) 
standardization process

▪ ISO 32000-1:2008 (PDF 1.7) / equivalent available from Adobe (free)

▪ https://www.pdfa.org/resource/pdf-specification-index/

▪ References to all old Adobe PDF references, errata, etc.

From Adobe to ISO

https://www.pdfa.org/resource/pdf-specification-index/
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▪ Use of formal standard-style language: shall, shall not, …
▪ Many ambiguous terms removed or resolved: should, may, might → can, …

▪ International English (spelling, grammar)

▪ Updated and formalised all references
▪ Latest RFCs, latest versions of other standards (CSS, XHTML), … 

▪ More cross-referencing within text
▪ To other sections in PDF and to normative references

▪ Explicit description of some error and degenerate cases

▪ Requirement for consistency of redundant information

▪ Bringing in features from PDF/A, PDF/X and PDF/VT

▪ Use of “PDF reader”, “PDF writer”, “PDF processor” terminology

▪ Some Adobe implementation limitations now normative

▪ e.g. { } depth on Type 4 PostScript Functions

Changes in ISO 32000 over Adobe specs
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PDF – Players
Associations
(industry, profiles)

International StandardsOrganisations
(private, NFP, government, NGO)

National bodies adopt for legislation & regulation
…



Healthcare
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PDF standards & specifications

ISO 32000 & Adobe (legacy) Base Versions

Graphic Arts & 
Commercial Print

Archival & Preservation

Engineering
Accessibility 

& Reuse

PDF/E

PDF/A PDF/UA

Imaging/IoT

PDF/R

ECMAscript for PDF XFDF PRC

GeoPDF

…

PDF/H

e-Finance
…

Brazil RPS PDF

Chile DTE PDF

Other industries…
ISO Current industry Specialized

PDF/AS

PDF/email ZUGFeRD

Fractur-X

Order-X

VDA

ICH (pharma)

PDF/X

PDF/VT

PDF/VCR

PDF/E

PDF/A PDF/UA

PDF/raster

PDF/is

GeoPDFGWG

Brazil RPS PDF

Chile DTE PDF

PDF/AS

PDF/mail
Well-Tagged PDF

ZUGFeRD

Fractur-X

Order-X

VDA

Deriving HTML 
from PDF

RFC

Processing Steps

Print product 
metadata

PDF Declarations

…

ISO/TS Extensions
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▪ ISO Normative References

ISO boilerplate: “The following documents are referred to in the text in such a way that 
some or all of their content constitutes requirements of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the 
referenced document (including any amendments or corrigenda) applies.”

▪ Dated normative reference → exactly and only as stated

▪ Undated normative reference → latest version, possibly with errata

Discussion: Does this mean PDF is a moving target or just reflecting reality?

▪ https://www.pdfa.org/iso-32000-normative-references/

▪ Additionally includes URLs and informative notes (not allowed by ISO Directives)

▪ Bibliography is always informative (just “FYI”)

ISO Normative References

https://www.pdfa.org/iso-32000-normative-references/
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▪ Normative references have their own normative references

▪ Creates a “tree” of normative dependencies

▪ These dependencies can conflict/disagree!

▪ https://github.com/pdf-association/PDF2NormRefs

▪ https://safedocs.pdfa.org/ - Normative References flythrough

Hands-on / Discussion

▪ Unicode for passwords vs Unicode in content
https://github.com/pdf-association/safedocs/tree/main/Unicode%20passwords

Importance of normative references

https://github.com/pdf-association/PDF2NormRefs
https://safedocs.pdfa.org/
https://github.com/pdf-association/safedocs/tree/main/Unicode%20passwords
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▪ https://www.pdfa.org/iso-status/

▪ ISO TC 130 WG 2: October 2022

▪ PDF/X, PDF/VT, Print Product Metadata, ICC

▪ ISO TC 171 SC 2: November 2022

▪ PDF, PDF/A, PDF/UA, ECMAscript, various extensions & clarifications, PRC

▪ Previously: PDF/E, PDF/R, AFP

▪ ISO document drafts available to PDFa members

▪ Great source of information!

▪ Can review & submit comments – or just stay informed

▪ https://www.pdfa.org/iso-n-documents/

Current ISO activities

https://www.pdfa.org/iso-status/
https://www.pdfa.org/iso-n-documents/
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▪ ISO 32000-2:2020 (PDF 2.0) Amendment 1

▪ Errata via XFDF

▪ PDF/A [TC 171] and PDF/X [TC 130]

▪ Errata and issues for discussion – no decision is made

▪ PDF/UA-2 

▪ Separation of file format and processor requirements

▪ New work: 2D image codecs under early discussion

▪ New image compression codecs, HDR, …

▪ ECMAscript for PDF 2.0

▪ Errata and issues for discussion – no decision is made

Current ISO work items
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▪ PDF 2.0 took 9 years to develop under full ISO open collaborative process

▪ ISO 32000-1:2008 → ISO 32000-2:2020 (PDF 2.0)

▪ Corrects and clarifies many aspects of (legacy) PDF 

▪ Adds new features, some features marked as “deprecated” ( 3.15)

▪ Nothing removed (“obsoleted”)

▪ If it was previously ambiguous, refer to ISO 32000-2:2020 (PDF 2.0)!

▪ Errata process via https://github.com/pdf-association/pdf-issues/

▪ Industry-agreed resolutions at https://pdf-issues.pdfa.org/

PDF 2.0 (ISO 32000-2)

https://github.com/pdf-association/pdf-issues/
https://pdf-issues.pdfa.org/
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▪ PDF “base versions” define all syntax, rules & requirements for all uses

▪ “Everything is optional” → highly permissive and thus flexible

▪ Adobe PDF 1.x → ISO PDF 2.0 (ISO 32000-2)

▪ Subsets support specific industries / use cases

▪ Derive from a specific PDF base version

▪ Mandate, prohibit or extend

▪ But cannot contradict PDF base version requirements

▪ Self-declared conformance (via XMP)

▪ Stricter rules allow consistent detailed validation (“pre-flight”)

▪ Common wording across most subsets now with PDF 2.0 subsets

PDF subsets



23Copyright © 2022, PDF Association

ISO TS extensions – in progress
ISO Technical Specification (TS) New 

feature?

PDF Association Community / 

ISO TC 171 SC 2 WG

ISO/TS 32001 Document management - Portable Document Format - Encryption and Hash algorithm support in ISO 

32000-2 (PDF 2.0)

Yes Digital Signature TWG

WG 8

ISO/TS 32002 Document management - Portable Document Format - Extensions to Digital Signatures in ISO 32000-2 

(PDF 2.0)

Yes Digital Signature TWG

WG 8

ISO/TS 32003 Document management - Portable Document Format - Adding support of AES-GCM in PDF 2.0 Yes Digital Signature TWG

WG 8

ISO/TS 32004 Document management - Portable Document Format - Integrity Protection in encrypted document in 

PDF 2.0

Yes Digital Signature TWG

WG 8

ISO/TS 32005 Document management - Portable Document Format - PDF 1.7 and 2.0 namespace inclusion in ISO 

32000-2

No PDF/UA TWG

WG 9

ISO/TS 24654 Document management – Portable Document Format – Non-Rectangular Links Yes PDF TWG

WG 7

ISO/TS 24064 Document management – Portable Document Format – 3D data streams conforming to the ISO 

10303:242 (STEP AP242) specification

Yes 3D PDF TWG

WG 7

ISO/TS 6912 Document management — Portable Document Format — Clarification for initial graphics state in ISO 

32000-2 (PDF 2.0)

No PDF TWG

WG 8

ISO/PDTS 32007 Document management – Portable Document Format – RichMedia annotations conforming to glTF 

assets

Yes 3D PDF TWG

WG 7

https://www.iso.org/standard/45874.html
https://www.pdfa.org/community/digital-signature-twg/
https://www.iso.org/standard/45875.html
https://www.pdfa.org/community/digital-signature-twg/
https://www.iso.org/standard/45876.html
https://www.pdfa.org/community/digital-signature-twg/
https://www.iso.org/standard/45877.html
https://www.pdfa.org/community/digital-signature-twg/
https://www.iso.org/standard/45878.html
https://www.pdfa.org/community/pdf-ua-technical-working-group/
https://www.iso.org/standard/79150.html
https://www.pdfa.org/community/pdf-technical-working-group/
https://www.iso.org/standard/77686.html
https://www.pdfa.org/community/3d-pdf-twg/
https://www.iso.org/standard/83421.html
https://www.pdfa.org/community/pdf-technical-working-group/
https://www.pdfa.org/community/3d-pdf-twg/
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▪ Set by ISO/IEC Directives

▪ Part 1: Procedures for meetings

▪ Part 2: Writing rules

▪ Normative vs. informative

▪ Informative: some annexes, all notes, all examples

▪ “Shall” vs. “Should” (vs. statement of fact)

▪ No order or hierarchy of rules unless explicitly stated

▪ File format vs. Processor requirements

▪ Reader vs Writer. Interactive vs non-interactive.

▪ “Key” vs. “value” vs. “entry”

PDF standards and ISO terminology

https://www.iso.org/directives-and-policies.html


25Copyright © 2022, PDF Association

▪ The core PDF specification has evolved over time

▪ Usually for the better

▪ Corrections, clarifications, addition of missing details, internal cross-referencing, 
vendor neutral, level playing field, consistency of terms, …, …

The reality

There is no “track changes” version.
Use of more formal language (“ISO-ese”).

Some sections have been entirely rewritten, others are unchanged.
Section ordering is largely unchanged.

Small text change → possibly big technical change!
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<< /Foo null /Foo /Bar >> 

No hierarchy of rules 

▪ Clause 7.3.7 Dictionary objects:
“Multiple entries in the same dictionary shall not have the same key.”

▪ Clause 7.3.9 Null object:
“Specifying the null object as the value of a dictionary entry (7.3.7, 
"Dictionary objects") shall be equivalent to omitting the entry entirely.”
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▪ “…. shall be ignored if …”

▪ “… shall [not] be present if …”

▪ “… shall [not] be used …”
(PDF/A TWG Issue #17)

▪ “… shall [not] be absent …”

▪ “… is meaningful only if …”
(Errata #6)

File or processor requirement?

Is there any difference if a 
requirement refers to a key, a 

value, or an entry?

What if the values’ object type
of a key is not correct?

https://github.com/pdf-association/pdfa-twg/issues/17
https://github.com/pdf-association/pdf-issues/issues/6
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▪ Majority of users have no idea what product they use to view PDF

▪ More PDF software = more variation in appearance, behaviour & support
More PDF software = more ‘bad PDFs’

▪ Threat to “accurate & reliable digital paper”?

▪ Uncommon to publish any compliance statements

▪ Microsoft Edge previously published a compliance statement

▪ Others do not: 

PDF key trends

https://docs.microsoft.com/en-us/openspecs/ie_standards/ms-pdf/570b03e0-3195-4162-85b9-4a0be3042b65
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▪ Many PDF files do not comply with the PDF specification (a.k.a. errors)

▪ Some are minor, others are more major. Range from fatal to not noticeable.

▪ Some are recoverable, some are not (depending on effort)

▪ PDF files persist forever → some “well known errors” 

The reality

• Errors can occur anywhere: lexical, syntax, file, DOM, …

• Conformance: compliance to the specification

• Compatibility: PDFs Just Work™ (no matter how invalid?)

Conformance
Compatibility

? ?
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▪ PDF software is permissive to some degree

▪ Explicit: coded

▪ Implicit: because a 3rd party library or operating system is used

▪ Because the software never reads a certain PDF data structure and doesn’t notice

▪ Realistically: what can users do about errors in their PDFs?

▪ What can PDF developers do about errors in PDFs they find?

The reality

• Permissiveness (leniency): allowing malformations, errors, etc.
• Differential: different outcomes from different software
• Just because “it works” in a viewer does not mean it is correct!
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▪ PDF files created using software written with older specifications:

▪ … may be invalid against a newer specification.

▪ … might produce different results against a newer specification.

The reality

Examples: resource inheritance, deprecated features, standard 14 fonts, 
font descriptors, …
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▪ PDF files can be malicious

▪ Intentional vs. unintentional

▪ Malicious PDFs can be 100% valid

▪ Benign PDFs can be invalid or malformed

▪ PDF is a complex

▪ PDF software is highly complex, often includes many 3rd party software dependencies

▪ Attackers are increasingly sophisticated

▪ Social engineering, phishing, supply chain, multi-platform, …

▪ Most users of PDF are not technical

▪ Protecting users = protecting the brand of PDF = helping our industry

Facts of (PDF) Life

Evil hackers always wear hoodies



33Copyright © 2022, PDF Association

▪ Commonly utilised PDF features for attacks

▪ JavaScript, actions, URL, form submit, screen control, embedded files

▪ JavaScript (ECMAscript) has been biggest source of:

▪ F.U.D., real-world and PoC exploits

▪ Research by security hackers & academics

▪ Newer research highlights other aspects…

Security & PDF

“VirusTotal receives over 12 
million (non-executable) 
document submissions per year”
“A Broad View of the Ecosystem of Socially Engineered 
Exploit Documents”, Blond et al, 2017.


