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What is Redaction?

Redaction is the process of removing sensitive or 
classified information from a document prior to its publication.

Social Security Numbers Names Addresses Phone Numbers



The Redaction Process

Apply redactionsSearch terms 
or images to 

redact

Create redaction 
annotations

Review, modify as 
needed
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This is NOT redaction as the underlying text and 
data is still visible and searchable.

Some tools only put black bars over the 
text instead of actually removing it.

Important Takeaway



Consequences of Incorrect Redaction

Users can still search for content

Annotations can be moved, causing the 
content to still be visible

Bookmarks, comments, metadata, or embedded 
search indexes can still contain sensitive information



Potential Liability

Consumer privacy
Legal
Finance
Healthcare Non-compliance 

can be extremely 
costly! 

Strictly-enforced rules apply to documents that contain either 
classified or sensitive personal information and identifiers.



Document Sanitation Removes:

Metadata – who created it and how, location and time created

Attached content

Comments from a review process

Previous versions – these occur due to incremental saving and could be restored

Embedded search indexes – these could have references to sensitive content
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Redaction Gone Wrong

Note the redacted 
sections, however, large 
chunks of text were also 
inadvertently removed

Redaction Gone Wrong



Matching Acrobat Behavior

Repeating replacement text 

Sizing text to fit 

Vertical alignment 





Redaction: Before & After
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Reflowing 
Text



Reflow 
Problems





Workflow 
Considerations
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In Summary

Redaction is a vital tool for repurposing documents for a wider 
audience, while still being sensitive to privacy concerns

Redactions work best when the tools work consistently

It’s important to have confidence in the redaction tool you use, 
and to assured that your documents are fully & completely 
redacted



Datalogics: Comprehensive PDF Solutions Provider

We are active in the 
PDF and Developer 

community!

Easy-to-use scriptable server tools
seamlessly integrate into existing workflows

SDKs ideal for SaaS and OEM 
implementations

PDF Alchemist PDF Optimizer PDF Checker PDF2PRINT AEREADOBE PDF LIBRARY PDF JAVA TOOLKIT

www.datalogics.comFree evaluations available for all products

FLIP2PDF PDF2IMG



Maximize and leverage the value of 
your PDF documents
with optimization and data extraction ●

QUESTIONS?


