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Smart but Risky

4



Why this Matters to Everyone?
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Wherever you sit, the AI+PDF 
mix will affect you



From Static to Intelligent PDFs
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Common AI-Powered PDF Workflows
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Risk Zone: What’s Really Inside a PDF
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AI’s Risk Multipliers
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Privacy: GDPR and accidental 
personal data processing

Security: Data sent to cloud APIs 
can leak if not properly handled

Intellectual Property: AI models 
might ‘remember’ and reuse 
proprietary content

Data Sovereignty: Clouds owned by 
countries that can access (Cloud Act)

https://techcrunch.com/2025/07/31/your-public-chatgpt-queries-are-gett
ing-indexed-by-google-and-other-search-engines/



Other (major) concerns 
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Case Snapshots
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● Here comes the bad 
redaction again

● Oops, I forgot about 
metadata again

● AI trained on internal 
documents generating 
summaries with confidential 
details in responses to 
unrelated prompts

● And more!



The Compliance Web
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Mitigation Strategy #1: Know your Standard 
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PDF features that aid compliance

• encryption
• signatures
• permissions
• PDF/A

• PDF/UA
• tags & structure
• proper redaction
• versioning



Mitigation Strategy #2: Data Minimization
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Remove metadata before AI processing - with the right tools!



Mitigation Strategy #3: AI Architecture Choices
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Mitigation Strategy #4: Governance & Oversight

16

● Keep audit logs

● Get user consent where required

● Be ready to explain



Balancing Innovation & Compliance
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See compliance as an enabler, not a blocker



Strategic Roadmap for Safe AI in PDFs
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3 Key Takeaways
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JLB Informatique & LM-Kit
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A Gen-AI local integration for faster, safer document workflows

Check our poster 
for the case study!
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What’s the biggest challenge you’ve faced when combining AI 
with document workflows? 
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