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Quick bio

■ Product Strategy Lead at Verisk focusing on Digital 
Media Forensics (Images and PDF)

■ Co-Chair of the PDF Forensics LWG
■ Former Project Leader for ISO 14289 and 32000
■ 8+ years at Microsoft as a Software Lead in the 

Office Division focusing on international standards, 
including PDF, ODF, OOXML, WCAG, ATAG, and 
UUAG (and other Microsoft roles before that)

■ Author, editor, publisher
■ Want to hear about my dogs?
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What is PDF Forensics

■ Involves the examination of PDF files or groups of PDF files to detect possible 
anomalies used for deceptive purposes

■ Files to examine may include invoices, drivers licenses, passports, receipts, 
reports, or any other kind of document that might be shared from one person 
or entity to another

■ In other arenas it may also include examining PDF files for software security 
risks

■ Common uses for forensics includes detecting fraudulent ID by border 
agencies or other government agencies, finding altered invoices, sales 
receipts, or other document for use in insurance claims, banking applications, 
or court cases, or tracing provenance of files used in almost any situation
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Just a few types of documents for forensic analysis
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What’s your intent?

■ Intent is one of the hardest things to identify and prove 
■ A fixed format should make it easy to see whether an alteration is 

fraudulent
■ PDF is not a fixed format
■ Did the person editing the file intend to simply edit a file they think of as 

a template for other documents?
■ Or did the person editing the file intend something a little more sinister?
■ Version history is one of the best ways to understand the intent of edits
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Full save vs incremental save

Full Save
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Full save vs incremental save

Full Save

Incremental Save
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PDF file structure

■ Well-defined in ISO 32000 
section 7.5

■ Cross-reference table vs. 
cross-reference stream

■ Tracks objects & 
generations

■ Shows changes, additions, 
replacements

■ Keeps pointers to changes 
available

■ Additional trailer info
■ Prev key included when file 

is updated
■ Include DocumentID and 

incremented InstanceID
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Cross reference table

■ Traditional structure used in PDF 
versions prior to 1.5

■ Stores byte offsets for each object in 
the file

■ Enables quick access to objects by 
their location

■ Located at the end of the file after the 
last object

■ Used in conjunction with other 
information in the trailer
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Cross reference streams

■ Introduced in PDF 1.5
■ Stores cross-reference 

data in a stream object
■ Better supports for 

object compression
■ More efficient for large 

and complex PDFs
■ Replaces traditional 

xref tables and trailer 
dictionaries
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What about hybrid cross references?

■ Please don’t
■ No one else is
■ 32000-2 7.5.8.4
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Use cases for incremental saves

■ Version History Tracking
■ Collaboration Support
■ Audit Trails
■ Efficient Updates
■ Preservation of historical data
■ Signature Preservation
■ Recovery Potential
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Comparison of incremental vs full saves

Aspect Incremental Saves Full Saves

Version History Preserved across saves Overwritten with each save

File Size Can grow significantly over time Typically smaller and more 

efficient

Forensic Value High – retains historical data Low – previous data removed

Collaboration Support Supports multi-stage edits Requires manual versioning

Security Implications Can expose deleted/redacted 

data

Safer – removes old content
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How do I find incremental saves?

1. Look in the file trailer
2. Find the EOF%% markers
3. Look for the Prev key 
4. Find the cross-reference table or stream
5. Walk the markers back through the file to new or changed objects

■ Some tools to help
■ Text editors – Many files can be opened in a text editor and manually examined

■ Via an open source tool – many of the tools like qpdf/pikepdf allow you to crack 
open the file and examine the structures

■ Via a proprietary tools – Adobe Acrobat Pro, Windjack’s PDFCanOpener, & others 
let you look into the file and find the markers
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Example incremental save
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Use tools to restore and display file history

■ Proprietary - may or may not be available for licensing
■ Often created by companies that do volume forensic examination
■ Use limited to company or partner use

■ Open source – tools such as PDF Resurrect
■ Good for quick and dirty examination
■ May have limitations with unnecessary hard coding or reliability

■ Roll your own – 32000 gives the background to do this
■ Use one or more reliable libraries or SDKs to

■ Parse the file
■ Find the versions
■ Rebuild and present files showing previous versions
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How can PDF forensics use incremental saves

■ Look for changes to
■ Prices
■ Names
■ Dates
■ Account numbers
■ Descriptions
■ Insertion of signatures
■ Form fields

■ Timing of changes
■ Type of document
■ Change in editors
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Workflow vs malicious edits

■ Were the changes just workflow?

■ Adding linearization

■ Filling out forms

■ Using a file as a template



September 2025 © PDF Association e. V.

Workflow vs potentially fraudulent edits

■ Were the changes just workflow?
■ Adding linearization

■ Filling out forms

■ Using a file as a template

■ Or were they potentially fraudulent?
■ Changing key information on forms

■ Changing prices or addresses or items on an invoice

■ Altering information on an ID
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Linearization example

Linearization looks a lot like an incremental 

save. However, linearization is not a standard 

incremental save. It’s more like a full save with 

some added sauce. See Annex F in ISO 

32000-2.
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Form example
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Form example

Hmm … Peter appears 

to have borrowed 

Jack’s IRS form. Why?
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Was this file edited to commit fraud?

On the left, the 

document as it 

currently 

appears

On the right, an 

earlier version 

of the file, with 

changes for 

customer, 

items, prices, 

etc.
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Or did the person editing use it as a template

We often see receipts (usually simpler than this one) where someone has used an 

older receipt as a “template” and overwritten the initial content in the file with 

specifics for the next customer. This could be someone generating invoices for 

multiple fraudulent claims, or it could be poor template use.

Secondary clues might be the editor tool(s) used and whether fonts are consistent.
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More template changes: invoice to receipt?

Is this invoice change 

suspicious?

Or is it 

benign?
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“Invisible” changes

■ Many changes have no visual component
■ Are non-visible changes less valid? No
■ Examples of non-visible changes that may trigger generational updates in an 

incremental save
■ Changes to compression
■ Changes to some associated files or collections, including the attachment of C2PA 

manifests
■ Changes to objects or text on the page that do not have a visual representation
■ Editing of some fonts or color space information
■ Changes to optional content
■ Changes to encryption
■ Addition or changes to annotations
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Thoughts on security and incremental saves

■ Sensitive data may be recoverable even after redaction or deletion
■ Apply secure redaction: Remove sensitive content at the object level without 

erasing history.

■ Lack of encryption on older revisions poses data leakage risks
■ Encrypt files with the most up-to-date encryption algorithms

■ Malicious code may be embedded
■ Yes, and malicious code may be embedding in full saves as well.  Avoid 

sloppy coding and use most current protocols to ensure the safest possible 
files
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Final thoughts

■ Incremental saves can be one of the most useful 
tools in PDF Forensics 

■ Being able to trace previous versions can illuminate 
workflow vs potentially fraudulent editing – intent 
can be more apparent

■ Incremental saves can also be hugely helpful with 
document versioning and restoring previous 
versions in collaborative workflows

■ Historical data can be preserved, studied, and 
better archived when incremental saves are used

■ Not enough PDF producers and editors are allowing 
incremental saves

■ Security issues can be mitigated
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Questions
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