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How do you find the right PDF technology vendor? 
Use the Solution Agent to ask the entire PDF communuity!

The PDF Association celebrates its members’ public statements 
of support for ISO-standardized PDF technology.
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		PDF is trustworthy; authors may not be!


      Verizon is tricked by a fraudulent PDF, a family tree of PDF specifications, veraPDF is tops for the Open Preservation Foundation in 2023, a new PDF malware dataset from IEEE, Apple expands support for PDF, more from ChatGPT… and of course, the PDFacademicBot for December.
		

            
    




	
	
	
		
		
			
About the author: The PDF Association staff delivers a vendor-neutral platform for PDF’s stakeholders, facilitating the development of open specifications and ISO standards for PDF technology. Staff members include: Alexandra Oettler (Editor), Betsy Fanning … Read more
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PDF is trustworthy; authors may not be!

In a world of increasingly sophisticated fakes, the importance of digital signature technology is growing, and never more so than when it comes to official documents. Case in point: US phone company Verizon recently fell for a fraudulent PDF file purportedly originating from a real police department and signed by a real judge. Nonetheless, Verizon provided the phone number and phone logs the faker requested.

Don’t let this happen to you.

A “family tree” of PDF specifications and related ISO standards

Kindly provided by the German Printing and Media Industries Federation (BVDM).
The Ghent Workgroup advocates for PDF 2.0…

The next Ghent Workgroup webinar from GWG is called: “Why are you still using a 20-year-old standard? Stop that!”

We love that title.

At 4 pm CET on Tuesday, January 23, 2024, join Christian and David as they discuss PDF standards, best practices advocated by the Ghent Workgroup, and the future.

Open Preservation Foundation End of Year Highlights

veraPDF was created by the veraPDF Consortium, led by the Open Preservation Foundation (OPF) and the PDF Association. OPF has released its annual report and highlights for 2023, with veraPDF featuring strongly, including as the clear leader for 2023 downloads. OPF gives special mention to the veraPDF development pre-release leveraging the Arlington PDF Model, developed by the PDF Association as part of our DARPA “SafeDocs” engagement.



The PDF Association thanks OPF for its ongoing support of veraPDF. We look forward to more opportunities to share information and resources with OPF members in 2024!

IEEE DataPort “pdfrep” malware dataset

New PDF Association Institutional member IEEE has published PDFREP, a new malware dataset. The authors of the dataset describe it as follows:

“With the widespread use of the Portable Document Format (PDF), it’s increasingly becoming a target for malware, highlighting the need for effective detection solutions. In recent years, machine learning-based methods for PDF malware detection have grown in popularity. However, the effectiveness of ML models is closely related to the quality of the training datasets. In this research, we investigated two widely used PDF malware datasets: Contagio and CIC. We found biases and representativeness issues that could affect the reliability and applicability of models built on them. Our statistical analysis revealed marked difference between these datasets and PDF malware samples from VirusTotal, as well as benign PDFs from Govdocs, pointing to the necessity for more representative datasets in PDF malware research.. To address this gap, we introduce a novel dataset: PdfRep. Our findings demonstrate that PdfRep outperforms both CIC and Contagio across various evaluation metrics. The main contribution of this paper is the introduction of PdfRep, a new PDF malware dataset that overcomes the limitations of representativeness in existing datasets. This enhancement substantially increases the accuracy of PDF malware detection models and holds promise for advancing the field of PDF malware detection research.”

More questions for ChatGPT 4.0…

We asked ChatGPT 4.0 “Is PDF's popularity increasing or decreasing?”

It answered:

As of my last update in April 2023, the popularity of the Portable Document Format (PDF) has remained strong and is generally considered to be stable or even increasing. The reasons for its sustained popularity include:

	Standardization: PDF is an open standard maintained by the International Organization for Standardization (ISO). This standardization ensures consistency and reliability, making it a trusted format for business, legal, and government documents.
	Versatility: PDFs can encapsulate text, fonts, images, and even interactive elements, making them suitable for a wide range of uses—from simple document sharing to complex interactive reports.
	Compatibility: PDF files are compatible with almost all operating systems and devices, and can be viewed and created using a multitude of software options, ranging from free viewers to professional editing tools.
	Reliability: A PDF file captures a document's exact appearance, independent of the software, hardware, or operating system used to view it. This reliability is crucial for official documents, contracts, and publications.
	Digital Workflows and E-Signatures: With the rise of digital workflows and remote work, PDFs have become increasingly important for electronic signatures and document management systems, accommodating the need for legally binding digital signatures and document tracking.
	Accessibility: Advancements in PDF technology have improved its accessibility features, making it easier to create documents that are accessible to people with disabilities, which is a growing requirement in many sectors.
	Evolving Standards: The PDF format continues to evolve, with new versions like PDF 2.0 introducing enhancements that keep it relevant to modern needs, such as better support for rich media, improved encryption, and data compression.


However, the exact trend can vary by industry and use case. For example, in web and mobile application development, other formats like HTML5 may be preferred for their interactivity and responsiveness. But in legal, academic, and many business contexts, the PDF's ability to maintain document fidelity ensures its ongoing relevance and popularity.

Not bad, ChatGPT, not bad at all…

Questions for the ISO, IEC, JTC1 Directives GPT

Jonghong Jeon, Standardization Director at the Korean Society of Artificial Intelligence in Medicine, has established a ChatGPT instance dedicated to the standardization rules for ISO, IEC, and JTC1 with the intention of helping guide users through these procedures, processes, and styles.

We decided to ask it a question with an eye towards the utilization of PDF for ISO standards.

PDF Association: Do ISO Directives or style guides prohibit the use of file attachments in published ISO documents?

ISO, IEC, JTC1 Directives GPT: 

The ISO Directives do not prohibit the use of file attachments in published ISO documents. In fact, the ISO/IEC Directives, Part 2 (2021), under clause 6.5, specifically address the inclusion of supplementary content in electronic formats that may differ from the main content of the document. This supplementary material can be provided as an attached file or via a hyperlink (URN or URL). However, it is stipulated that such supplementary content should only be included if it cannot reasonably be incorporated into the main body of the text. Moreover, each item of supplementary content must be explicitly referred to within the text to explain its context and use.

This provision allows for flexibility in including additional materials like data sets, code components, or test forms, which may be essential for the comprehensiveness and usability of the standard, especially in technical fields such as software and file format specifications.

Apple continues investing in PDF

The latest MacOS, Sonoma 14.2, includes enhancements for PDF forms including “Enhanced Autofill”.
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